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Abstract

We propose an evaluation method of large-scale dis-
tributed hash tables by network emulator that allows us to
evaluate not only DHT algorithms but also DHT imple-
mentations. Evaluating DHT implementations is impor-
tant for DHT application developers since it influences
how an application utilizes a DHT. We built a platform to
support our method and evaluated four implementations
with various scenarios. The evaluation results show that
our method is useful for evaluating the performance of
DHT implementations in practical and complex environ-
ments.

1 Introduction

In the research area of peer-to-peer networks, Distributed
Hash Table (DHT) techniques have received much atten-
tion. A DHT is a virtual database maintained by nodes
communicating with each other in a peer-to-peer net-
work. The features of DHTs include: a) fairness: all
nodes perform the same role and can join and leave the
network at any time, and b) scalability: the cost of main-
taining a network is relatively low even for a large net-
work.

These DHT features allow such usability that one can
build a large network without a high-performance server.
Examples of DHT applications include DNS-like resolv-
ing systems for host lookups, instant messaging systems
with user lookups, and file sharing systems with file
lookups.

Past work on DHTs has proposed various algorithms
and implementations. Popular DHTs that have imple-
mentations include Chord [11], Pastry [10], Kademlia
[7], and Bamboo [8]. Application developers who want
to use a DHT need to select a DHT based on their re-
quirements. Since the basic functionality of these DHTs
is identical, they compare DHT performances, for exam-

ple, network bandwidth usage and response delay. Eval-
uations of DHT implementations are necessary to esti-
mate these performance metrics.

We propose an emulation method to evaluate DHT im-
plementations in a local experimental environment. The
emulation method allows DHT implementations to run
without modifications and supports many virtual nodes
in a few real machines. A network environment is also
emulated, and scenarios are used to run evaluations. We
developed a platform for our method and did experi-
ments based on it.

The rest of this paper is organized as follows. In Sec-
tion 2, we explain related work that can be used to evalu-
ate DHTs. In Section 3, we describe our evaluation plat-
form and scenarios for evaluating DHTs. In Section 4,
we explain our experiments in which we evaluated exist-
ing DHT implementations. In Section 5, we summarize
our contribution and describe future work.

2 Related Work

p2psim [5] is a simulator for various DHT algorithms
that can compare several DHTs in an identical scenario
that is automatically generated by specified parameters.
A p2psim user has to write a DHT algorithm in C++ code
that is not reusable in real implementations. Neverthe-
less, the generating scenarios approach is inherited by
our platform.

MACEDON [9] is a platform to develop DHTs as well
as other overlay networks that provides a special and
simple grammar for programming and produces a sim-
ulation code and a real implementation code. Hence, a
user of MACEDON only needs to write a single code.
However, MACEDON is not capable of evaluating pre-
existing DHT implementations that are not written in
MACEDON grammar.

ModelNet [12] is a large-scale network emulator that
can be used to evaluate DHT implementations. It em-
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ulates a router network by a single machine or several
machines for scalability. A user can run a DHT imple-
mentation without modification. However, ModelNet by
itself does not include a controller for scenarios to eval-
uate DHTs.

3 Evaluation Platform

3.1 Motivation

The performance of DHTs is important for application
developers who would have difficulty designing appli-
cations if they did not know how much data to put into
databases.

We propose an evaluation method for DHTs by net-
work emulator. Emulation allows us to run DHT imple-
mentations without modifications in a virtual network.
To ease the evaluation of DHTs by emulation, we devel-
oped a platform to support it that provides four features:
a) a definition of a common API of DHTs, b) emulation
of nodes and networks, c) generation of scenarios, and d)
measurement of performance metrics.

The rest of this section describes these four features in
detail.

3.2 API of DHT

We define an API of DHT so that the API is common to
all DHTs. Each DHT implementation has to be wrapped
to provide the common API. Our aim is to support as
many DHTs as possible and to make wrappers very thin.
Dabek et al. has proposed a common API earlier [1], but
its goal is to abstract several services including a DHT
by introducing Key-Based Routing (KBR), and it is not
sufficient for our platform in which the common API is
to abstract APIs of several implementations.

Our definition of API includes the following four func-
tions:

• Join starts a node. It is called with gateway informa-
tion, which is a node first contacted by the starting
node. It returns no value (a.k.a. void).

• Leave stops a node. It returns no value.
• Put inserts a pair of a key and a value into a

database. It returns no value, which is not intuitive
but is less restrictive. Keys and values are repre-
sented in strings.

• Get fetches pairs by a key and returns a list of pairs
whose keys are the same as the specified key. The

list is returned asynchronously, which is less restric-
tive. Note that some implementations might return
only one pair.

These functions are simple commands that are written
in scenarios and used to invoke wrappers. Adding a new
command only incurs defining a new syntax in scenarios
and modifying wrappers to accept the new command.

For our evaluation, we built wrappers for Bamboo,
Chord, FreePastry [2], and BitTorrent DHT [4].

3.3 Emulation of Nodes and Network

To evaluate a large-scale network in a relatively small
environment, we adopted emulation. There are two types
of emulation.

First, several nodes are emulated in fewer machines
that are connected to each other in a Local Area Network
(LAN). This is done by using “IP Aliasing” provided by
Linux. Each node runs as a process or a set of processes
and uses an assigned virtual IP address to distinguish it
from other nodes that run on the same machine. By us-
ing IP Aliasing, DHT implementation does not need to
be modified except for specifying virtual IP addresses.
For implementations written in Java, however, we mod-
ified the code so that several nodes run in a single Java
Virtual Machine (JVM) that works efficiently in terms of
memory usage. We typically run 20-80 nodes per ma-
chine.

Second, the network topology of the Internet is emu-
lated in LAN by using “Traffic Control,” again provided
by Linux. Packet delays and losses between any two
nodes (IP addresses) can be generated by Traffic Con-
trol. Since this generation of packet delays and losses
is done at all machines, and no single machine grabs all
packets, this approach is fairly scalable.

Although ModelNet can also be used for emulating
nodes and network, it is not used for our first version of
the platform because of the following reasons: a) Model-
Net is not well designed to run several nodes in a single
JVM and quite a few of target DHTs are implemented
in Java. b) Our first evaluation can be done enough with
emulating a relatively easy end-to-end topology as op-
posed to a router network topology that ModelNet can
emulate.

3.4 Scenarios for evaluations

Scenarios, which are used to run evaluations, are use-
ful to run one evaluation many times with different DHT
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implementations or even with a single DHT implemen-
tation, since one can compare different DHT implemen-
tations with the same scenario or check if a result of an
evaluation by a scenario is reproducible.

The primitive representation of a scenario is a se-
quence of events in a timeline. An event is either join,
leave, put, or get of the API functions with node infor-
mation that invokes the function.

Since writing a scenario word for word is hardly
possible for large-scale evaluations, we provide a tool
that takes scenario parameters and generates a scenario.
There are two scenario models for join and leave events.
One is a static model in which all nodes join networks
at the start of an evaluation and never leave until the end
of an evaluation. The other is join/leave model in which
nodes join and leave randomly throughout an evaluation.
This model is the same as the one used in p2psim, and
two parameters are specified: lifemean is the mean of
seconds between join and leave of a node; deathmean is
the mean of seconds between leave and join of a node.
Note that when a node re-joins, it newly joins and no in-
formation is kept from the previous join. Parameter join-
interval for both models is also specified for the interval
of seconds between two nodes that join at the start of an
evaluation. For put and get events, we specify three pa-
rameters: putinterval is seconds between two puts, and
getinterval is seconds between two gets; putmax is the
number of puts that a node calls after the node it joins,
and gets are summoned after puts until the node leaves.
For simplicity, we keep one node active throughout an
evaluation as a gateway used by other nodes when they
join.

3.5 Performance Metrics

The following are the performance metrics obtained
from an evaluation: 1) get results, 2) get response delays,
and 3) network traffic.

All get results are logged, and our analyzing tool cal-
culates the percentage of successful gets either through-
out an evaluation, per node, per period, or per node and
per period.

All get response delays are logged, and our analyz-
ing tool averages them either throughout evaluation, per
node, per period, or per node and per period.

Network traffic is logged at certain periods for each
node. The logged information is the total number and
total octets of outgoing packets from each IP address
within a logging period. Logging all packets is techni-

avg. number of active nodes 316
experiment time 1 hour
lifemean 60 min
deathmean 20 min
joininterval 600 ms
putinterval 20 sec
getinterval 20 sec
putmax 10

Table 1: Basic Parameters

Bamboo snapshot of 2006/03/03
Chord CVS snapshot of 2006/01/27
FreePastry version 1.4.4

Table 2: DHT Implementation Versions

cally possible, but not feasible for large-scale evaluations
for performance reasons. The logging interval can be one
second at least or bigger, but a smaller interval also cre-
ates a performance problem. We use 60-second intervals
for moderate evaluations. Typically, we calculate the av-
erage bandwidth of the network traffic and investigate
more detailed metrics on demand.

4 Experiments

We use our platform and evaluate several DHT imple-
mentations publicly available on web sites. The evalu-
ations are performed with various scenarios in a virtual
network as large as a thousand nodes to clarify differ-
ences among DHTs. Our platform eases such compari-
son experiments.

4.1 Basic Parameters and Target Implementa-
tions

We define basic parameters to generate a “standard” sce-
nario. The basic parameters are chosen by preliminary
experiments so that a machine load that emulates nodes
is about half of the maximum possible load of the ma-
chine. Table 1 shows some of the basic parameters. Con-
cerning packet delay, we use “kingdata” [3], as p2psim
does, which is a measured delay matrix, and packet loss
is uniformly set to be 0.1%.

Target DHT implementations are Bamboo, Chord, Ac-
cordion [6], and FreePastry. Chord and Accordion share
the same implementation and only differ in configura-
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Figure 1: 1) Basic: get results
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Figure 2: 1) Basic: get response delay

tion parameters. The versions of the implementations are
shown in Table 2.

These DHT implementations have configuration pa-
rameters. Some implementations can be configured in
detail by the parameters, and the configuration may af-
fect many evaluation results. Hence, we chose configura-
tion parameters of each DHT implementation by prelim-
inary experiments so that the evaluation result with the
standard scenario keeps a fairly high rate of successful
gets (more than 95% on average) and the least network
traffic on average.

4.2 Evaluation Patterns

In this section, we describe the five patterns of evalua-
tions.

1) Basic: As the most basic evaluation, we experi-
mented with DHTs in static models. To confirm the scal-
ability of DHTs, the parameter of “avg. number of active
nodes” was varied from 91 to 991.

2) Join/Leave: Next, we experimented with DHTs in
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Figure 3: 1) Basic: network traffic
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Figure 4: 2) Join/Leave: get results

join/leave models. In this experiment, since most nodes
that join at the beginning will leave during the experi-
ment, we can confirm that nodes correctly take over data.
The parameter of “avg. number of active nodes” was var-
ied from 91 to 991.

3) Multi-Value: In the standard scenario, nodes put a
value with a unique key. This experiment lets nodes put
multiple values for each key. This confirms that a DHT
implementation supports multiple values.

4) Separate-Put-Get: In the standard scenario, param-
eters are identical for all nodes. In other words, nodes
act homogeneously. This experiment introduces hetero-
geneousness; one group of nodes only puts data, while
the other group of nodes only gets data. A varied param-
eter is the ratio of the two groups.

5) Separate-Put&Get-Dummy: This experiment also
introduces heterogeneousness; one group of nodes puts
and gets data, while the other group of nodes does not
put or get. Even in this scenario, the nodes in the second
group hold data that the nodes in the first group put. A
varied parameter is the ratio of the two groups.
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Figure 5: 2) Join/Leave: get response delay
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Figure 6: 3) Multi-Value: get results

We ran a single experiment for these five patterns of
evaluations and plotted the results in figures.

4.3 Evaluation Results

In this section, we describe the results of the five evalua-
tions.

1) Basic: The percentage of successful gets, shown in
Figure 1, remains high (more than 95%) for all DHTs.
FreePastry works relatively well in this scenario, staying
at almost 100%. Get response delay (shown in Figure
2) increases similarly for all DHTs, while DHTs can be
ordered for smaller delay: Bamboo, Accordion, Chord,
and then FreePastry. The delay of FreePastry jumps up
at 900 of the x-axis and over. We assume a kind of limi-
tation in the FreePastry implementation. Network traffic
(shown in Figure 3) stays relatively low for Chord and
Accordion compared to Bamboo and FreePastry.

2) Join/Leave: The percentage of successful gets
(shown in Figure 4) drops down overall compared to 1)
Basic Evaluation. Especially in the case of FreePastry, it
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Figure 7: 4) Separate-Put-Get: network traffic
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Figure 8: 5) Separate-Put&Get-Dummy: get results

drops down extremely and fluctuates greatly, which in-
dicates that lifemean and deathmean of this scenario are
too small for FreePastry. Get response delay (shown in
Figure 5) also indicates that FreePastry does not work
well compared to 1) Basic Evaluation.

3) Multi-Value: Figure 6 shows the percentage of suc-
cessful gets with the number of values for each key (x-
axis). FreePastry does not support multiple values, since
the percentage remains 0% for all plots. Chord and Ac-
cordion seem to support multiple values, but the percent-
age is very low compared to 2) Join/Leave Evaluation.
Bamboo works pretty well up to 20 values per key, but
the percentage becomes almost 0% at 50 values per key.

4) Separate-Put-Get: Figure 7 shows network traffic
with the ratio of the put group (x-axis). It remains sta-
ble for Bamboo, while it slightly decreases for the other
three. We assume this decrease reflects that the total
packet size for put is smaller than get for Chord, Accor-
dion, and FreePastry.

5) Separate-Put&Get-Dummy: Figure 8 shows the
percentage of successful gets with the ratio of the put/get
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group (x-axis). The percentage remains high (more than
90%) for all DHTs, and FreePastry is the most stable.

4.4 Overall Results

Our findings with evaluations are described in the fol-
lowing.

Bamboo works most stably for all evaluations, and
note that the get response delay is the smallest. How-
ever, network traffic is rather big; hence, it is appropriate
for applications that require stability without bandwidth
limitation.

Chord and Accordion achieve far smaller network traf-
fic compared to Bamboo, but the get response delay is
bigger. Accordion works better than Chord for all evalu-
ations, and it is suitable for applications that require low
bandwidth.

FreePastry works fine in a static model or if the group
of nodes that does puts and gets is small. Hence, it might
be usable for applications in a static network.

5 Summary and Future Work

We proposed an emulation method for evaluating DHT
implementations and built a platform for our method.
The platform allows running DHT implementations
without modifications in a large-scale virtual network.

Evaluations by emulation point out facts that may not
be found by simulation. For example, Bamboo and
FreePastry are based on the same algorithm “Pastry,” but
our results show that their performances are greatly dif-
ferent.

Scenarios that drive our platform are so straightfor-
ward that new evaluations can easily be performed by
only generating new scenarios. Future work should ex-
tend the scenario generator to support new features, such
as random gateway, where a newly joining node picks up
a random gateway instead of a static gateway.

Other future work includes a) coping with ModelNet
to emulate a router network, and b) evaluating other ser-
vices in overlay networks, such as Multicast and Search.
We hope DHT evaluations by emulation will contribute
to further development of DHT applications.
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